
Cyber Liability and the Multifamily Property 
 
Owners and property managers of multifamily residential dwellings often store 
considerable amounts of data on residents. For example, there is emergency contact 
information as well as financial data. Additionally, computers may handle employee payroll, 
advertisements and notifications, vendor/contractor information, contracts, and more. 
Some buildings have computerized payment systems and building access codes. Here's how 
to protect yourself... 
 

 

All of these may be vulnerable to hacking and failure. The question is how much a 
breach of security or a failure of a computerized system would cost you? Would it result 
in financial damage to a resident or third party? And could you find yourself in trouble 
with government agencies if you are accused of not properly safeguarding regarding 
against the misuse and/or lax storage  of the personal information of others? You may 
need to consult with your attorney to understand your obligations under both state and 
federal laws, as they may differ from each other. 
 
Imagine a scenario where a criminal hacked into your resident or employee records and 
electronically waltzed away with banking information. You may face legal costs and 
potential damages or settlement expenses if victims try to hold you responsible for their 
financial losses. The same may be true if a computerized access system is breached 
and thieves burglarize units or commit other criminal acts. A cyber-risk insurance policy 
that covers liability may prevent you against the possibility of having to pay substantial 
costs out of pocket. 
  
A cyber liability policy may also help if you transmit malicious code that causes financial 
loss to someone else. Many insurers will provide coverage for the costs of notification, 
credit monitoring services, cyber extortion, repairs, and even penalties in some cases. 
Ask your insurance agent about coverage for mobile devices, as well as other coverages 
such as crime insurance you have (or need) that may help protect you from cyber-
crime. 
  
Protecting Your Business Systems 
  
A cyber risk plan can go beyond liability insurance. It may also provide coverage for 
losses you experience directly from a computer network failure at your business. 
Coverage may include data restoration or even hardware repairs if those are damaged 
in a cyber-event. 
  
If you have security, air conditioning, sprinkler or automated payment systems that 
depend on your network working, a cyber-security insurance policy may also offer some 
protection in the event that any of these items are damaged in a cyber-event. Some 
insurers offer coverage for interruption expenses, as well. Often, coverage for 
administrative and operational errors is included under a cyber-security policy. 
  
Importantly, property owners and property managers should review their enterprise 
risk management plan. If you don’t have a section in that program that addresses 
cyber-related losses – both first-party and third-party – you may want to  upgrade your 
enterprise risk management plan. 
  
In addition, knowing how to help prevent an attack and how to respond to a breach or 



system failure is also important. Having backup systems in place is a good idea for any 
residential property that wants to try to keep running smoothly even after a cyber-
attack or systemic problem. Without a solid plan – hopefully one that has been 
professionally designed or validated – an apartment building owner or property 
management company could find itself completely unprepared to grapple with an 
event; losing time and money in the aftermath. 
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